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Interim Heport on ¥snsgement § talf Survey of the Cecurity Gffice

PURPOELS

This survey is being undertaken to review the organisstion and staffing
of tbe Seaurity  ffice, The interis ort represents the first phase
of the zurvey, an snalysis of the ovs ergsnisationsl pattern.
RELAT.L PACTE:

The Security "£fice has ss it: mission the preparstion and exscution of
the Agenoy's security progrss, including the following mslor functinns:

(1) Security policles, procedures, resesrch and counter-intelligence.
(2) Physical sscurity.

(3) Security cetermination se te persormel for employment, eesigrment,
or sasosistion with the i ency mnd for certain sctivitles pertaining

(h) Operatiomsl support for lgency projects and special inquiry service
for the Agenoy.

(5) Security investigations.
{6) security imspection.

The present orgsnisstion as ghoun by the chart in.- and the dae-
tificstion of staffs and divirions do met, ir mejor opeTating elements,
clearly indicete the funcilops performed,

BISCUSS TOK:

The present organization mimﬁ of four steffs and three divisions,
The major opersting elsments of the office sre the Seourity Iivision and
the £pecial Segurity Tivislorn.

Tn general; it is intended thet the 5D handle overt and semi-covert cases
snd that S50 have the covert cases. The objective of this division of
labtor is that all covert casez ‘e handled separately and apsrt from overt
and cemi-covert casee. TIn stiusl sccomplishment this is not sttelned at
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the Division levsl since invertigative sctivities srEer 1A
under the jurisdiction of the '©7 emd therefors, wiih respect Lo nursomnel,
all cases flow through the £57. The separation of covert csges frorm other
eanes i5 attainsc at the sotlon lewel in $°L, there hedng In thet Iivi-
sion an Open Seption handling overt and seml-covert ¢sgss and “overt
5esurity Clearsnce snd Operstionsl Clearance feske {er secotions) “andling
covert capes. ¥ith respect tc records, there is a cleer superation, each
divigion maimtadning iis own records. Thers is one other sree where all
cases sre hamdled and this i the Taterrogetion <esesreh Sraneh (polr-
graph) of £, Cbviously, some aspedtis of all personnel casss 2re hendled
both in 8 and 4n SED.

Certain procedurcs are necesgerily dupliceted in ET and IST. Thuse sre:
(1) the review of requests fer cleapance snd establishment of rerwirs-
nente espential to eveluating the cass snd (2?) appraissal of the reculte
of the iavestigetion. In SP reculrement and appraissl ere acunm}ﬁlxﬁgﬂ
®y the Reguirements Eestion and the 2 ppraisal {ection and im Y67 boll

sre sucomplished Yy th: Covert Security Clearsnee Desk for covert

rsonnsl and by the Uperatiensl clmarance !esk for
and misesll ¢: persénnel te he uped operstionslly shroad.

: PEF lipiting knowled: e of covert personnel to the minimum num-
ber of peopls justifies what -ipht be regerded ss duplicstion of pro-
cedures snc it is probatle that the worklosd justifies the cxiztence of
sinilar procedures in thess S-ctiome.

The shove disoussion of 5L an’ “7T has largely related to personnel clesr-
ances and iwvestigstions and these pepressnt the prineipal functions of
the Divisions. Tn addition, ‘here is found in £D e major activity in the
Physical Ssourity Breneh, a Becords Caction, and 2 #esearch ©ectiommhieh
maintsine indiges of orgenirdtions and persons kmown or ruspected of
affilistion or sssosistion with orgenisstione suspected ol Commurdst
lsanings. The £ST has, in afdition to it investigstive
work snd perscnnel clesrangey {covurt), a Frojest lsek whieh handles
slaarances on & project hasis and Apency Projeois which involve rot only
clearances but related operations) security support, and sn “perstional
Suppert and fpecisl Inculry Pesk whieh handles ‘gengy "rojects not re-
ewiring personnel clearances, "here is alec @ Correcspondent Togr hut
this is setunlly & part of the invertigative operation. recordirely,
there ars in thess twe Divislons al)l or parte of four mejor fumetione of
the 0ffice, namely, Zorsonnel © ecurity, Physical Seecurity, “perstinnal
Support and Sesurity Investig-tions.

*he Tnspectien Tivision has yesponsibility for security inspeetinne of
all foreign srd demestic igehcy instellstions, non-’gency $rainive faellii~
tive, and cemtracts. These fonetions, which represen? the major func-
tions of the ivision are these usuzlly ceslgnated as Ttaff setivit,.

In sddition, umder the gener:dl hesding of “Cperational :upport®, uis
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Division hee responsibility for furnfshing securlty guidance and coor-
dinsting foreign and domestio ! ecurity Cfficers (those sssignec tc opers-
ting elemente of the igeney sig not ¢n the T/0 of the 50), menitoring
visitors and sssigmments of fareign matienals within Agency duildings,
monitering training courses, snd for reviowing end approving domestie
shipments of sxplosiver.

£, The Security Ressarch :iaff is respossible for twe ssjor activities.

" ome 1s Coumttep-Tntelligence and the other is Technical fessarch. The
resesrch agtivity is largely felated to measures, methods, and equipment
for use as aide in the precti¢e of ceunter measures. Therefore, the twe
sotivities have 25 a common objective the prevention of Agency penetra-
tion by foreign intelligence erganishtions. It receives and analyses
information from other elemends of 5S¢ which might be indicative of pos~
sible penetrstion or sn attempt te psnetrate. peoh Staff and Division
of 80 has a responsidility fer informing the tecurity Resesrch Staflf of
matters, oécurrences, oF cevelopments having Countsr-Intelligence im-
plicetions. The counter-Tntelligence sffort is in the nature of & enppr )
timuing research project.

h. The Security Control {talf her as the talk of its work the securilty as-
pests of outeide sctivities 47 igendy emplayees such as spesches, writien
material, travel abroad and gther outeide employee activities. The
s4atf promilgats eollection snd dissemination policies and renders in-
terpretations, opinions and dcoisions with respect to these policles.

I$ also handles the seeurity sspects of officisl information relesses,
1iatson vith other ,genciss in conneaotion with Agency projects in such
Agenaies, reviews for securify classifisd materisl proposed for die-
semination to foreign gevernsents, snd perves &s seourity eonsaltant to
Agengy operating personnel 18 conneétion with inter-departmental exploi-
tation, research, and joint efforis. “he werk of the Security Conmtrol
Siaff with respect to swploysc sctivities is not considered to de in the
asture of staff activity sints it is nelther sdvisery to the Director of
gecurity mor is it in support of the Ssvurlly nffice operating slements.
Poliey matters now handled by this gtaff are such as might well be
handlsd from the Offics of the [irsstor of Security

4. The Admintstration snd Traiming ftaff has thoss responsibilities usual
to such a staff snd requires no discussion except to scknowledpe the faet
that 1ts training respemsibility is considermbly grester than many other
similor elomants whers the troining work ie prineipally that of liaieen
with the Office of "raining.
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k. CONCLUSIONG:

8. The basic functions of the Security 0ffice miseion are (1) Fersennel
Sesurity, (2) Physicel Seeurity, (3) Operstienal Support and (L) ecurity
Investigations.

It is resgguissd that Operstional Swpport snd Segurity Investipations
are olosely related and possftly shéuld be combined and considered as
one major function.

staff funstions in support of these fecurity "ffice opersting furctions
would be Nessarch, Administrstion and Training, and Tnspection.

The advantages of using these baeic functions as an organizationsl pat-
tern sre, more clesrly defindd areat of responsidility, divect contrel
by the Tirector of Security of each major function (for exsmple, Physical
Sesurity), oliminstion of direct reporting to the Tirecter of Security
of those M!@ﬂ sach as enployse astivities nsymets
of Security Contrel whieh ar ¥ of major fenctions {pers-
tional Sugport in the cese Fersonnal Security day the
cass of Seewriy Control), sbd cesignatiol ¢ ganizational elements by
nemss indicstive of the respensibilities sssigned to them. Names such
oF Seourity Division and Spegial Security Iivisien ars obvicusly without
ssaning unless explained.

Asgerdingly, it is concluded thst the above listed sdvintages could be
gained by sdopting an orpanifetions) pattern based on the major func-
tions ss cutlined above.

b. As brought owt in the discusgion, the segregatien of covert handling is
secomplished st the bramch apd section level in the presant organisstion.
For Persopnel Seourity matters covert segregstion wuld he maintained st
the same levels and would be contralled through the ssrme number of
schelons as 3t present. It is therefore doncluded that the security of
covert personnel and operstipnal support will be adequaiely reirtaired
in sn organisation based on the mesjor funetions of the = miselen.

6., Tt 4s coneluded that the swywsy should contirue with & view to establish-
ing an organizstionzl pettery along the general lines diecusssd sbove and
a8 illustreted in the attached funcbionsl chart. Tetsiled study of pro-
cedures, working relatienships, and the nature and extent of operationel
support 1s recuirsd tefore fim proposale can be made with respect %o
cosdining sll personnel ocleagpznce work in one !ivision end deternining
whether operstional support Brould be a ssparste Division or comsbined
with Tnvestigations to fora p "Seowrity Support Divislon®. (T4 ashonid
be noted that the attached dhert is primarily intended s & funciionsl
shart end thersfore the ixequtive Officer is not ingluded ag a separste
block Yot should be consideved s included in the blook for the irsotor
of Security.) :
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RECOMEENDATIONS ¢

Speoific recommendations are not beirg mede at this poiut of the survey.
The purpose af this interim peport is primarily to show the type of or-
ganization indicated by snalysis of major functions. It is suggested

that the gonclusions reached be conpidered with a view to agcepting them
as the basis for the succeeding phases of the survey.
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